
Risk Perspective

Overview

Risk Perspective from ISF Learning, examines the forces of change 
facing the organisation and how this triggers new information security 
risks. Using FACTOR Cascade Analaysis (TM), the programme provides 
an incisive way of looking at the risk landscape through the lens of the 
business.

The goal is to equip practitioners and leaders with a ‘top down’ as 
well as ground up view of information security risk and to increase the 
practitioner’s ability to keep a finger on the pulse of the changing risk 
landscape.

Learning Modules

Risk Perspective features three modules, each accompanied by 
e-learning lessons and three x 1/2-day,  live instructor-led sessions:

1.	 The External Environment - Understanding the external 	 		
	 environment and the forces driving new opportunities and threats

2.	 The Cascade of Risk - Examining the knock-on effect of 			 
	 external forces and how this creates risk

3.	 The Criticality of Information - Understanding information assets and 	
	 the challenges associated with protecting and managing them.
      
Learning Outcomes

By the end of this certification participants will be able to:

•	 Adapt rapidly to the changing global landscape and keep a finger on 	
	 the pulse of emerging risks

•	 Examine how the external environment is impacting the business

•	 Examine risk from both a business and risk function perspective

•	 Understand what is driving the information security 
	 risk agenda

•	 Become more wide-angled in your view and 	
	 understanding of the risk landscape

Risk Practitioner

ISF Certification 
Details

Upon completion of this 
certification, you will 
receive:

15 CPE points

A Bronze, Silver or 
Gold Risk Practitioner 
Certification



Risk Perspective

Your Certification Journey

Risk Practitioner

Week

1
How to enrol, navigate and 

complete the chosen module

LMS Onboarding Program Introduction Webinar Risk Perspective Introduction

Meet the facilitators and 
understand the desired learning 
outcomes and what to expect

A learning overview of the Risk 
Perspective module

30 mins 30 mins 15 mins

Week

2
The External Environment Learning Live I

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Understanding the external environment and the forces driving new opportunities and threats.

The Cascade of Risk Learning Live II

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Examining the knock-on effect of external forces and how this creates risk.

Week

3

The Criticality of Information Learning Live III

+ Pre-work

30 mins 3.5 hrs

+ Applied Learning

Understanding Information assets and the challenges associated with protecting and managing them.

Week

4

Knowledge Test Applied Learning Assignment - Final Submission

Timed online test

60 mins 2 hrs

Final submission and Sponsor sign-off

Certification

Gold Silver Bronze
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To find out more
Please don’t hesitate to get 
in touch with the ISF Learning 
Team.

Final 
Submission

1-Month
Window 

Carolyn Brown
ISF Learning & Relationship Manager

carolyn.brown@securityforum.org  
+351 919 997 751

Bruce Page
Head of Services

bruce.page@securityforum.org  
+33 6 1614 3377



Managing Risk

Overview & Goal:

Managing Risk From ISF Learning, explores the strategic priorities 
of the organisation and and how this influences the changing role 
of risk function. Examining how risk management must align to the 
current strategic focus and direction, collaborate with functions and 
stakeholders and help the organisation to achieve its goals. 

The goal is to help practitioners understand the wider changing business 
framework within which they must operate, in order to drive more 
value to the organisation. Helping information security become trusted 
advisors.

Learning Modules

Managing Risk features three modules, each accompanied by e-learning 
lessons and three x 1/2-day,  live instructor-led sessions:

1.	 The Business Mission - Understanding how the organisation’s 	 	
	 business goals and strategic focus, define the role of risk

2.	 The Role of Risk Management - Risk management’s 				 
	 role in helping the organisation maximise opportunities and protect 		
	 against threats

3.	 The Role of the Risk Practitioner - Understanding the   			 
	 changing role, responsibilities and priorities of the risk practitioner

Learning Outcomes

By the end of this certification participants will be able to:

•	 Understand the critical importance of information security risk to 		
	 the business

•	 Understand risk management and the role of information 			 
	 security

•	 Adapt and evolve with the changing needs of the 				  
	 organisation

•	 Align and work more effectively with other 					   
	 functions

•	 Integrate their working approach 						    
	 with the business’s goals

ISF Certification 
Details

Upon completion of this 
certification, you will 
receive:

15 CPE points

A Bronze, Silver or 
Gold Risk Practitioner 
Certification

Risk Practitioner



Managing Risk

Your Certification Journey

Risk Practitioner

Week

1
How to enrol, navigate and 

complete the chosen certification

Managing Risk Introduction

Meet the facilitators and 
understand the desired learning 
outcomes and what to expect

A learning overview of the 
Managing Risk module

30 mins 30 mins 15 mins

Week

2
The Business Mission Learning Live I

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Understanding how the Organisation’s business goals and strategic focus define the changing role of risk

The Role of Risk Management Learning Live II

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Risk management’s role in helping the organisation maximise opportunities and protect against threats

Week

3

The Role of the Risk Practitioner Learning Live III

+ Pre-work

30 mins 3.5 hrs

+ Applied Learning

Understanding the changing role, responsibilities and priorities of the risk practitioner

Week

4

Knowledge Test Applied Learning Assignment - Final Submission

Timed online test

60 mins 2 hrs

Final submission and Sponsor sign-off

Certification

Gold Silver Bronze
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LMS Onboarding Program Introduction Webinar

To find out more
Please don’t hesitate to get 
in touch with the ISF Learning 
Team.

Final 
Submission

1-Month
Window 

Carolyn Brown
ISF Learning & Relationship Manager

carolyn.brown@securityforum.org  
+351 919 997 751

Bruce Page
Head of Services

bruce.page@securityforum.org  
+33 6 1614 3377



Risk Practice

Overview & Goal:

Risk Practice from ISF Learning, explores how information assets are 
exposed to risk and the principles, practices and pitfalls associated with 
protecting them. It is focused on the most critical information assets 
across the organisation and between the organisation and its suppliers 
and partners.

The goal is to equip practitioners with a framework for examining, 
identifying, and solving the challenges associated with managing and 
protecting information assets at all stages of their lifecycle.

Learning Modules

Risk Practice features three modules, each accompanied by e-learning 
lessons and three x 1/2-day,  live instructor-led sessions:

1.	 Information Security - Understanding the nature of information and 		
	 the challenges associated with protecting and managing it

2.	 The Standard of Good Practice for Information Security – Setting a 		
	 new bar for standards and policies and increasing adoption

3.	 Risk Principles & Practices - Understanding the principles, practices, 		
	 and pitfalls when assessing risk

Learning Outcomes

By the end of this certification participants will be able to:

•	 Advocate and educate the role of information security actively

•	 Understand best practice in information security and risk

•	 Manage information assets throughout all stages of their 			 
	 lifecycle

•	 Identify mission critical assets and crown jewels

•	 Prioritise risks with confidence and authority

ISF Certification 
Details

Upon completion of this 
certification, you will 
receive:

15 CPE points

A Bronze, Silver or 
Gold Risk Practitioner 
Certification

Risk Practitioner



Risk Practice

Your Certification Journey

How to enrol, navigate and 
complete the chosen certification

Risk Practice Introduction

Meet the facilitators and 
understand the desired learning 
outcomes and what to expect

A learning overview of the Risk 
Practice module

30 mins 30 mins 15 mins

Module

1
Information Security Learning Live I

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Understanding how information lives across the business and the challenges associated with protection.

ISF Standard of Good Practice Learning Live II

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Understanding how to implement SOGP in your area of specialism.

Module

2

Risk Challenges and Pitfalls Learning Live III

+ Pre-work

30 mins 3.5 hrs

+ Applied Learning

Understanding the challenges and pitfalls associated with implementing risk management practices.

Module

3

Knowledge Test Applied Learning Assignment - Final Submission

Timed online test

60 mins 2 hrs

Final submission and Sponsor sign-off

Certification

Gold Silver Bronze
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Risk Practitioner

LMS Onboarding Program Introduction Webinar

To find out more
Please don’t hesitate to get 
in touch with the ISF Learning 
Team.

Final 
Submission

1-Month
Window 

4-week 
gap 

4-week 
gap 

4-week 
gap 

Carolyn Brown
ISF Learning & Relationship Manager

carolyn.brown@securityforum.org  
+351 919 997 751

Bruce Page
Head of Services

bruce.page@securityforum.org  
+33 6 1614 3377



ISF Certification 
Details

Upon completion of this 
certification, you will 
receive:

15 CPE points

A Bronze, Silver or 
Gold Risk Practitioner 
Certification

Risk Assessment

Overview & Goal:

Risk Assessment from ISF Learning, examines how to carry out risk 
assessment through a business risk lens, not just one of compliance. 
The programme examines every aspect of assessing risk (including 
methodology) and in a way that drives decisive action and value 
outcomes for the Organisation.

The goal is to equip the practitioner to increase the adoption of risk 
assessment, by way of high rigour and high business engagement.

Learning Modules

Risk Assessment features three modules, each accompanied by 
e-learning lessons and three x 1/2-day,  live instructor-led sessions:

1.	 The Role of Risk Assessment  - The scope of risk	 			 
	 assessments and what must exist in order for them to be successful.

2.	 Risk Engagement  - How to carry out risk assessment 			 
	 with maximum levels of rigour, stakeholder involvement and business
	 engagement from key decision makers

3.	 Communicating Risk  – How to  communicate risk 				  
	 assessment to business stakeholders and management 			 
 	 in a way that creates a powerful case for action

Learning Outcomes

By the end of this certification participants will be able to:

•	 Deliver risk assessments that drive successful business outcomes

•	 Increase involvement from key stakeholders

•	 Apply rigorous assessment methodology

•	 Gain new levels of intelligence through
	 improved information gathering skills

•	 Carry out risk assessments with an increased 				  
	 business risk-focus (not just compliance focus)

•	 Translate risk assessment in clear						    
	 business terms and communicate
	 this with confidence

Risk Practitioner



Risk Assessment

Your Certification Journey

Risk Practitioner

How to enrol, navigate and 
complete the chosen certification

Risk Assessment Introduction

Meet the facilitators and 
understand the desired learning 
outcomes and what to expect

A learning overview of the Risk 
Assessment module

30 mins 30 mins 15 mins

Week

1

The Role of Risk Assessment Learning Live I

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

The scope of risk assessment and what must exist in order for them to be successful

Risk Engagement Learning Live II

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Carrying out risk assessments with maximum involvement of stakeholders and key decision makers

Final 
Submission

1-Month
Window 

Knowledge Test Applied Learning Assignment - Final Submission

Timed online test

60 mins 2 hrs

Final submission and Sponsor sign-off

Certification

Gold Silver Bronze
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LMS Onboarding Program Introduction Webinar

To find out more
Please don’t hesitate to get 
in touch with the ISF Learning 
Team.

Communicating Risk Learning Live III

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Communicating Risk Assessment in a way that creates a powerful case for action.

On
Boarding

First 
Week 

Week

2

Week

3

Carolyn Brown
ISF Learning & Relationship Manager

carolyn.brown@securityforum.org  
+351 919 997 751

Bruce Page
Head of Services

bruce.page@securityforum.org  
+33 6 1614 3377



Overview & Goal:

Stakeholder Engagement from ISF Learning, examines the needs and 
interests of the critical stakeholders with whom risk practitioners must 
work collaboratively to deliver results.

The goal is to equip the practitioner with the ability to engage in high-
impact, high-quality face-to-face and verbal communication in 
situations where human interaction is critical. This module also enables 
practitioners to build a bridge of trust with stakeholders across different 
functions, authority levels, and communication styles.

Learning Modules

Stakeholder Engagement features three modules, each accompanied by 
e-learning lessons and three x 1/2-day,  live instructor-led sessions:

1.	 Managing Stakeholders - Building effective relationships with critical 	
	 stakeholders

2.	 Translating Risk – Communicating and relating risk in business		
	 terms and common language

3.	 Communicating Adaptively – Adapting your communication style 	 	
	 to increase traction from critical stakeholders

Learning Outcomes

By the end of this certification participants will be able to:

•	 Engender trust, establish relevance, and add value in stakeholder 		
	 discussions

•	 Recognise what influences different types of stakeholders and 

•	 Appreciate physical and emotional barriers to risk across 			 
	 different function owners

•	 Know how to relate and translate risk in business terms

•	 Tune in to a stakeholder’s preferred communication 				  
	 mode

•	 Decomplexify risk

ISF Certification 
Details

Upon completion of this 
certification, you will 
receive:

15 CPE points

A Bronze, Silver or 
Gold Risk Practitioner 
Certification

Stakeholder Engagement

Risk Practitioner



Your Certification Journey

Stakeholder Engagement

Risk Practitioner

How to enrol, navigate and 
complete the chosen certification

Stakeholder Engagement 
Introduction

Meet the facilitators and 
understand the desired learning 
outcomes and what to expect

A learning overview of the 
Stakeholder Engagement module

30 mins 30 mins 15 mins

2
Managing Stakeholders Learning Live I

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Building effective relationships with critical stakeholders

Translating Risk Learning Live II

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Communicating and relating risk matters in business terms and common language

Communicating Adaptively Learning Live III

+ Pre-work

30 mins 3.5 hrs

+ Applied Learning

Adapting your communication style to increase traction from critical stakeholders

Knowledge Test Applied Learning Assignment - Final Submission

Timed online test

60 mins 2 hrs

Final submission and Sponsor sign-off

Certification

Gold Silver Bronze
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LMS Onboarding Program Introduction Webinar

To find out more
Please don’t hesitate to get 
in touch with the ISF Learning 
Team.

Final 
Submission

1-Month
Window 

On
Boarding

First 
Week 

Month

2

Month

3

Month

1

Carolyn Brown
ISF Learning & Relationship Manager

carolyn.brown@securityforum.org  
+351 919 997 751

Bruce Page
Head of Services

bruce.page@securityforum.org  
+33 6 1614 3377



Consulting Skills

Overview & Goal:

Consulting Skills from ISF Learning, shows how risk practitioners can 
apply a consulting mindset and skillset to their work. Enabling them to 
develop effective solutions to information security problems across the 
organisation.  

The goal is to equip practitioners with the ability to work with business 
functions and other teams to achieve lasting and improved business 
outcomes. Practitioners will act with greater responsibility and 
accountability, gaining respect across the business by consistently 
achieving ‘win-win’ results across diverse business functions.

Learning Modules

Consulting Skills features three modules, each accompanied by 
e-learning lessons and three x 1/2-day,  live instructor-led sessions:

1.	 Driving Powerful Conversations – Carrying out consultative	 		
	 risk conversations with Socratic questioning technique

2.	 Collaborating With Stakeholders – Working collaboratively across  		
	 the Organisation to achieve sustainable outcomes

3.	 Building Trust and Authority - Increasing your influence with 			
	 stakeholders and building strong equity in your relationships

Learning Outcomes

By the end of this certification participants will be able to:

•	 Be both business-centric and risk-focused in their interactions 

•	 Get to the heart of problems quickly and identify inhibitors and 		
	 barriers

•	 Gain buy-in and involvement from stakeholders 		

•	 Gather quality intelligence in a wide range of information 			 
	 security risk scenarios

•	 Work with increased authority, assertiveness, 					  
	 and engagement

	

ISF Certification 
Details

Upon completion of this 
certification, you will 
receive:

15 CPE points

A Bronze, Silver or 
Gold Risk Practitioner 
Certification

Risk Practitioner



Consulting Skills

Your Certification Journey

Risk Practitioner

How to enrol, navigate and 
complete the chosen certification

Meet the facilitators and 
understand the desired learning 
outcomes and what to expect

A learning overview of the 
Consulting Skills module

30 mins 30 mins 15 mins

Driving Powerful Conversations Learning Live I

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Carrying out consultative risk conversations with Socratic questioning technique

Collaborating with Stakeholders Learning Live II

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Working collaboratively with other functions and parties to achieve sustainable outcomes

Building Trust and Authority Learning Live III

+ Pre-work

30 mins 3.5 hrs

+ Applied Learning

Increasing your influence with stakeholders and building strong equity in your relationships

Knowledge Test Applied Learning Assignment - Final Submission

Timed online test

60 mins 2 hrs

Final submission and Sponsor sign-off

Certification

Gold Silver Bronze
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LMS Onboarding Program Introduction Webinar Consulting Skills Introduction

To find out more
Please don’t hesitate to get 
in touch with the ISF Learning 
Team.

Final 
Submission

1-Month
Window 

On
Boarding

First 
Week 

Month

2

Month

3

Month

1

Carolyn Brown
ISF Learning & Relationship Manager

carolyn.brown@securityforum.org  
+351 919 997 751

Bruce Page
Head of Services

bruce.page@securityforum.org  
+33 6 1614 3377



Adapting to Change

Overview & Goal:

Adapting to Change from ISF Learning, examines how Information risk 
practitioners can adopt, a growth mindset and approach that will drive 
continuous operational improvement. 

The goal, is to equip practitioners with a toolkit of mindset, personal efficacy 
and facilitation skills to help them become an agent of change inside the 
information security function and the wider organisation.

Learning Modules

Adapting to Change features three modules, each accompanied by 
e-learning lessons and three x 1/2-day,  live instructor-led sessions:

1.	 Driving Improvement – Innovating how  information	 security operates by 	
	 way of continuous improvement

2.	 Overcoming obstacles – Identifying and removing barriers within the 	
	 information security environment

3.	 Thought leadership – Educating stakeholders and informing decisions 	
	 with inspiring new thinking and powerful insight

Learning Outcomes

By the end of this certification participants will be able to:

•	 Steer, navigate and drive work programmes with
	 increased focus and control

•	 Drive continuous improvement, by applying a 				  
	 growth mindset

•	 Remove fixed mindsets and inspire new ways
	 of driving increased value to the organisation

•	 Help drive the information security mission					   
	 across the Organisation by becoming a
	 thought leader

ISF Certification 
Details

Upon completion of this 
certification, you will 
receive:

15 CPE points

A Bronze, Silver or 
Gold Risk Practitioner 
Certification

Risk Practitioner



Adapting to Change

Your Certification Journey

Risk Practitioner

How to enrol, navigate and 
complete the chosen certification

Meet the facilitators and 
understand the desired learning 
outcomes and what to expect

A learning overview of the 
Facilitating Outcomes module

30 mins 30 mins 15 mins

Driving Improvement Learning Live I

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Innovating how information security operates by way of continuous improvement

Overcoming Obstacles Learning Live II

+ Pre-work

45 mins 3.5 hrs

+ Applied Learning

Identifying and removing barriers within the information security risk environment

Thought Leadership Learning Live III

+ Pre-work

30 mins 3.5 hrs

+ Applied Learning

Educating stakeholders and informing decisions with inspiring new thinking and powerful insight

Knowledge Test Applied Learning Assignment - Final Submission

Timed online test

60 mins 2 hrs

Final submission and Sponsor sign-off

Certification

Gold Silver Bronze

O
nb

oa
rd

in
g

E-
Le

ar
ni

ng
, L

ea
rn

in
g 

Li
ve

 &
 A

pp
lie

d 
Le

ar
ni

ng
C

er
tifi

ca
tio

n

LMS Onboarding Program Introduction Webinar Facilitating Outcomes 
Introduction

To find out more
Please don’t hesitate to get 
in touch with the ISF Learning 
Team.

Final 
Submission

1-Month
Window 

On
Boarding

First 
Week 

Month

2

Month

3

Month

1

Carolyn Brown
ISF Learning & Relationship Manager

carolyn.brown@securityforum.org  
+351 919 997 751

Bruce Page
Head of Services

bruce.page@securityforum.org  
+33 6 1614 3377


